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we have a problem



we have servers



with local disks



that run Windows



that's not the problem



where do those secrets go 
during decomissioning?



https://www.theregister.com/2016/06/28/ebay_hard_drives_still_contain_sensitive_data_study/

Two-thirds contained personally identifiable 
information and 11% contained sensitive 
company information



"this sounds like a job for 
encryption!"



now we have a
key management problem



the boot process



UEFI firmware

\EFI\Microsoft\Boot\bootmgfw.efi

bootmgfw.efi
(EFI System Partition)

Windows kernel
(Bitlocker volume)

(SPI flash)



Bitlocker Protectors
(TPM, PIN, etc)



we want
unattended booting…



no bitlocker unlock PIN

https://dolosgroup.io/blog/2021/7/9/from-stolen-laptop-to-inside-the-company-network

we took a locked down FDE laptop & sniffed the 
BitLocker decryption key coming out of the TPM



… only on our network



DHCP
cleartext ESP

and no quotes
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-how-to-enable-network-unlock



unlock only if firmware is 
correctly configured



to detect local attackers



"this sounds like a job for
remote attestation!"



which works for Linux

safeboot @ OSFC 2020



what about legacy systems?



kexec("ntoskrnl.exe")

Windows kernel
(Bitlocker volume)

(SPI flash)



undocumented APIs
fragile to Windows versions

https://github.com/maharmstone/quibble



kexec("bootmgfw.efi")

Windows kernel
(Bitlocker volume)

bootmgfw.efi
(EFI System Partition)(SPI flash)



kexec only supports
bzImage & multiboot

No EFI Boot services



kexec("UefiPayloadPkg")

Windows kernel
(Bitlocker volume)

bootmgfw.efi
(EFI System Partition
or ramdisk)

(SPI flash)



Not the real Boot Services
Limited device drivers
No NVRAM
No SMM

https://platformsecuritysummit.com/2019/speaker/koch/PSEC2019-LinuxBoot-Chris-Koch.pdf



Windows kernel
(Bitlocker volume)

(SPI flash)
bootmgfw.efi
(EFI ramdisk)

chainload bootmgfw.efi



All OEM drivers
Real NVRAM
Real SMM
Must not disturb anything

https://github.com/osresearch/safeboot-loader



http://www.youtube.com/watch?v=rtvP0qt1QlE


how does it work?



PXE boot safeboot-loader
(signed wrapper+kernel+initrd+commandline)



safeboot-loader UEFI wrapper



Linux does not call
gBS->ExitBootServices()



noefi acpi=off pci=off
No Linux device drivers



Linux device drivers
wrap UEFI protocols



EFI_SIMPLE_NETWORK_PROTOCOL



EFI_BLOCK_IO_PROTOCOL



EFI_RAM_DISK_PROTOCOL



EFI_BOOT_SERVICE.StartImage()



EFI_TCG2_PROTOCOL



TPM eventlog



"don't UEFI Boot Services
use a linear memory map?"



// hack!



safeboot-attest



Pass Bitlocker BEK through 
GPT partitioned ramdisk



chainload Windows boot loader



Hello, Windows 10!



what next?



test on more hardware



more flexible policies
use encrypted commands



installation environment



noexitbootservices and 
UEFI devices into mainline
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